NEQArOrAM O6 MH®OPMALIMOHHOW BE3OMNMACHOCTHU

Korpa peyb 3axoant 06 MHpopMaLMoHHON 6e30MacHOCTN, O6bIYHO Mbl HAYMHAEM
AyMaTb O KOMMblOTepax, CeTaX, UHTepHeTe M xakepax. Ho ana obpasoBaTenbHOW cpeabl
npobnema CTouT WKMpe: B Orpa)kaeHuu y4dauierocs ot nHdopMaumm, Kotopas MOXeT
HeraTMBHO MOBAMATbL Ha ero opMMpoOBaHUE U pa3BUTUE, TO €CTb O NponaraHae
pa3/INYHON HanpaBNEHHOCTMW.

MoHaTue nHpopMaLMOHHON 6e30NacHOCTU

MNoa HgpopMaLUMOHHOM 6€30NaCcHOCTbI0 NOHMMAaeTCs 3aWMLULEHHOCTb MHPOPMALIMOHHOM
CUCTEMbI OT C/TY4alHOro N NpegHaMepeHHOro BMellaTenbCTBa, HaHocsawero ywepb
BNnajenouam WUan rnonb3oBaTensam nHoopmauun.

Ha npakTuke BaKHENLWKNMN SABASIOTCS TPM acrnekTta nHdpopMaumMoHHoM 6e30nacHOCTH:

. AOCTYMHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMsi NoyuYnTb Tpebyemyto
WHQPOPMaLMOHHYIO YCNYry);

. LeNIOCTHOCTb (aKTyanbHOCTb M HEMPOTUMBOPEUYMBOCTb MHBOPMaLUmn, ee
3aWMLLEHHOCTb OT pa3pyLleHns N HECAaHKLUNOHMPOBAHHOIO N3MEHEHMS);

. KOHpUAEHUMANbHOCTb (3alUnTa OT HECAHKLMOHMPOBAHHOIO NPOYTEHMUS).

HapylweHns AOCTYyNHOCTU, LEeOCTHOCTU U KOHMDUAEHUNANBbHOCTM MHpOpMaumMn MoryT
6bITb BbI3BaHbl Pa3/IMYHbIMW OMACHbIMWU BO3AEACTBUSMU Ha MH(MOPMALIMOHHbIE
KOMMNbIOTEPHbIE CUCTEMDI.

OCHOBHbIE Yyrpo3bl MHpOpMaLMOHHOM 6e30nacHOCTH

CoBpeMeHHas MH(pOpMaLMOHHAa cucTemMa nNpeacTaBnseT cobon CNOXHYI0 CUCTeEMY,
COCTOSALWYHO 13 60AbLWOINro YMCa KOMNOHEHTOB pa3fIMYHOM CTeNeHU aBTOHOMHOCTMU,
KOTOpble CBs3aHbl Mexay cobon n obMeHMBalOTCA AaHHbIMU. MpakTUUYECKU Kaxkabli
KOMMOHEHT MOXeT NoABEeprHyTbCA BHELWHEMY BO34ENCTBUIO UAN BbIATU U3 CTPOS.
KOMMOHeHTbl aBTOMaTM3MPOBaHHOM MHMOPMALMOHHOM CUCTEMbI MOXHO pa3buTb Ha
cnegywowme rpynnbl:

AnnapartHble cpeAcTBa. DTO KOMMbIOTEPbI U UX COCTaBHble YacTu (npoueccopsl,
MOHUTOPbLI, TEPMUHaNbI, NepudepunHblie YCTPOMCTBA — NPUHTEPBI, KOHTPOJNEpSI,
kabenu, NMHUK CBA3M U T.4.);

MNMporpammMHoe obecrieyeHHre. DTO nNpmobpeTeHHble NPorpamMmmbl, UCXOAHbIE,
06beKTHble, 3arpy304Hble MOAYN; OnepaumnoHHbIe CUCTEMbI U CUCTEMHbIE NPOrpaMMbl
(KOMNUNATOPbI, KOMAOHOBLUMKW U AP.), YTUAUTbI, ANAarHoCTUYeCKMe Nporpammbl 1 T.4.;
AdaHHbie, XpaHMble BPEMEHHO M NOCTOSAHHO, Ha Auckax, dswkax, nevyaTHbole,
apXMBbl, CUCTEMHbIE XYpHasbl U T.4.;

Mepconan. Nonb3oBaTtenu, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrPaMMUCTbI U Ap.

OnacHble BO3AENCTBUSA Ha KOMMbIOTEPHYO MHDOPMALIMOHHYIO CUCTEMY MOXHO
noAapasaennTb Ha CnydyalHble U NMpeaHaMepeHHble. AHANN3 ONbiTa NPOEKTUPOBAHUS,
NM3roTOBJIEHMS W 3KCNyaTaumm MHGMOPMALIMOHHbLIX CUCTEM MOKa3bIiBaeT, YTo
WHdopMaLMsa NoABEPraeTcs pasNMyUHbIM Cly4YaliHbIM BO3AENCTBUAM Ha BCeEX 3Tanax
LMKJS1a XXU3HU CUCTEMDBI. [TpUYnHaMKN CnyYanmHbIX BO3AENCTBUI NP 3KCAyaTaunm MoryT
ObITb:

] aBapuiMHble CUTyaunn 1U3-3a CTUXUNHbIX 6e4CTBUIN U OTKITIOUEHUN
3MEeKTPONUTaHUS;

] oTKasbl 1 cbon annapaTypbl;

. ownbkn B NnporpaMMHOM obecneyeHuu;

. owmnbkn B paboTte nepcoHana;

. NOMexXu B NIMHUSAX CBSA3U M3-3a@ BO3AENCTBUIA BHELLHEN Cpeabl.

MNpenHaMepeHHble BO3AENCTBUSA — 3TO Lie/ieHanpaBiieHHble AeNCTBMS HapywuTens. B
KayecTBe HapyLwuTens MOryT BbICTynaTb CAYXaluni, noceTuTenb, KOHKYPEHT, HaeMHUK.
JenictBua HapywuTens MoryT 6biTb 06yCnoBNEHbl pa3HbiIMM MOTUBAMMU:

] HEeAOBO/IbCTBOM CNyXKalllero CBOen Kapbepol;

] B3STKOWN;



. Ntob0onNbITCTBOM;

] KOHKYpPeHTHOM 60pbboit;

o CTpeM/IEHWEM CaMOYyTBEPAMTLCA N06ON LIEHON.

MOXHO COCTaBUTb MMNOTETUYECKYIO MOAENb MOTEHUMANBHOIO HAapyWwmnTens:

J KBanMduKaums HapylwunTens Ha ypoBHe pa3paboTymka AaHHOM CUCTEMBI;

) HapyLwmnTenem MoxeT 6biTb KakK MOCTOPOHHEE NULO, TaK U 3aKOHHbIN
nosib30oBaTe/lb CUCTEMbI;

J HapywuTento n3sectHa nHpopMaumsa o NnpmHUMnax paboTbl CUCTEMDI;

] HapywuTtenb BbibupaeT Hanbonee cnaboe 3BeHO B 3alUuTE.

Hanbonee pacnpocTpaHeHHbIM U MHOrO06pa3HbIM BUAOM KOMMbIOTEPHbLIX HapYyLLUEHWNA
ABNSETCA HECaHKUMOHMPOBAHHbIN A0CTYN. HEeCaHKUMOHNPOBAHHbIA AOCTYMN UCMNOAb3yeT
nobyto owmnbKy B cMcTEME 3alunTbl U1 BO3MOXEH NpW HepaunoHanbHOM Bbibope cpeacTs
3alWMTbl, X HEKOPPEKTHON YCTaHOBKE N HacTponke.

MpoBeaeM KnaccuduKaumio KaHanoB HECAaHKLMOHMPOBAHHOIO AOCTYMNa, MO KOTOPbIM
MOXXHO OCYLLUECTBUTb XULLEHME, NBMEHEHUE NN YHUUTOXEHME nHdOopMaLnmn:
Yepe3s yenoseka:

. XULWEHNe HocuTenen nHopmaumu;

] yTeHne MHhopMaUnmM C 3KpaHa UAN KnasuaTypsbl;

. yTeHne MHPOpPMaLNM U3 pacnevaTKu.

Yepe3 nporpammy:

] nepexsaT naponeun;

] Aewmndposka 3awndpoBaHHoOM nHbopMauum;

. KonupoBaHune nHdopMauum ¢ HocuTens.

Yepes annaparypy:

. NOAKIOYEHMNE creymanbHO pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBarLWwmMx 4OCTYN K MHbDoOpMauum;

. nepexsaT MNO60YHbIX 31EKTPOMArHUTHbLIX U3Ty4eHUn OT annapaTypbl, TIMHUNA

CBA3K, ceTen INNEKTPONUTAHNA U T.A4.

Ocob0 cneagyeTt 0CTaHOBUTLCS Ha yrpo3ax, KOTOpPbIM MOryT NoABepraTbCs
KOMNblOTEPHbIE ceTu. OCHOBHaa 0CO6eHHOCTb /1t060 KOMMbIOTEPHOWM CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacnpeaesnieHbl B NpocTpaHcTBe. CBSA3b MexXAy y31aMu cetu
ocyllecTBnseTcs GU3NYECKN C MOMOLLbIK CETEBbLIX IMHUA M NPOrpaMMHO C MOMOLLbIO
MexaHu3Ma coobulerHunii. MNMpn 3ToM ynpaBnsaloLme COOOLEHNSA N AaHHble,
nepecblfiaemMble Mexay y3namum ceTn, nepefaroTcs B BUAe naketos obmeHa.
KoMnbloTepHbIe CETM XapaKTEPHbI TEM, UTO MPOTUB HMX NpearnpUHUMAOT Tak
Ha3blBaeMble yaaneHHble aTaku. HapywmnTenb MOXeT HaXoAMUTbCS 3@ ThiCAUM
KWOMEeTPOB OT aTaKyeMoro obbekTa, Npm 3TOM HanageHWUIO MOXET NoABepraTbCs He
TONIbKO KOHKPETHbIN KOMMNbIOTEP, HO U MHpOpMaLmMs, nepeaatoLlasca No CETEBbIM
KaHanaM CBS3MU.

O6ecneueHne nHpopMmaLuMOHHOW 6e30NacHOCTH

dopMupoBaHne pexnMa MHhOopMaLMOHHOM 6e30MacHOCTU — NpobieMa KOMMIEKCHas.
Mepbl MO ee peLleHno MOXXHO MoApPa3AeUTb Ha NATb YPOBHEN:
1. 3aKkoHogaTesIbHbIHM . DTO 3aKOHbI, HOPMATUBHbIE aKTbl, CTAaHAAPTLI M T.M.

HopmaTuBHO-npaBoBas 6a3a onpeaenstowas nopsaaok 3aWwnTbl MHGOPMaLMK:

2. MopasibHO-3TNYeCKmi. BceBO3MOXHble HOPMbl NOBeAeHUs1, HecobntoaeHne
KOTOPbIX BEAET K NaZeHUI0 NpecTmxa KOHKPETHOro YesloBeKa Uiu LLeNoi opraHmM3aumu.
3. AAMUHHUCTPaTHMBHbIA. [lencTBNS 06Llero xapaktepa, npeanpvHnMMaeMble
PYKOBOACTBOM OpraHu3aumun. TakMMm OKYMEHTaMN MOryT 6biThb:

J NnpuKas pykoBoauTeNss 0 HasHadeHWM OTBETCTBEHHOro 3a obecneyeHue
MHpOopMaLMOHHO 6e30nacHOCTH;

o OO/MKHOCTHbIE 0653aHHOCTM OTBETCTBEHHOTrO 3a obecrnedyeHne MHPOPMaLMOHHOMN
6e3onacHocTH;

o nepeyeHb 3alnulaeMblixX VIH(bOpMaLl,VIOHHbIX pecypcoB “ 6a3 gaHHbIX;



. WHCTPYKUMIO, ONpeaenstowyo nopsaok npeaocraBneHns nHpopmaumm
CTOPOHHWM OpraHmsauusaM no UX 3anpocam, a TakXKe No npasam A0CTyna K Hel
COTPYAHMKOB OpraHu3auun.

4. dusznyeckmnmn. MexaHnyeckmne, aNeKTpo- N 3NEKTPOHHO-MEeXaHN4Yeckne npensaTcTBmS

Ha BO3MOXHbIX MYyTAX NPOHUKHOBEHWA MOTEeHUMaNbHbIX HapylwuTenen.

5. AnnapaTrHo-nporpaMMHbIiA (3N1eKTPOHHbIE YCTPOMUCTBA M cneuunasnbHble NporpaMmbl
3aWmTbl MHOpMaLMNn).

MpuHATbIE Mepbl NO CO34aHMI0 6e30nacHON MHMOPMALMOHHOM CUCTEMbI B LLUKOE:

. ObecneyeHa 3awmMTa KOMMNLIOTEPOB OT BHELWHUX HECAHKUMOHUPOBAHHbIX
BO34eNCTBMI (KOMMNbIOTEPHBbIE BUPYCbI, Nornvyeckne 60Mbbl, atakm xakepos 1 T. 4.)

. YCTaHOBMIEH CTPOrniA KOHTPOJIb 3@ 3/1EKTPOHHOM NOYTON, obecneyeH NOCTOSAHHbIN
KOHTPO/b 3@ BXOASALLEN U UCXOAALWEN KOppecnoHAeHUMEN.

| YcTtaHoBneHbl COOTBETCTBYOLWME NApPOo/In Ha rnepcoHasnbHble MK.

. Ncnonb3oBaHbl KOHTEHT-PUALTPLI, AN dunbTpaumMm CamToB NoO UX
coAepXMMoMy.

EAnHaA COBOKYMHOCTb BCEX 3TUX Mep, HaMpaBfieHHbIX Ha MPOTMBOAENCTBME Yrpo3aMm
6€30MacHOCTU C Lefblo CBeAeHNss K MUHUMYMY BO3MOXHOCTU yulep6a, o6pasytoT
CUCTEMY 3alUNTI.

CneunanucTtbl, UMeKLWWE OTHOWEHWE K CUCTEME 3aLUNTbl AOIKHbI MONHOCTbLIO
npeacTaBnsaTb cebe NpuHUMnbl ee PyHKUMOHMPOBAHNSA N B C/llydae BO3HUKHOBEHUS
3aTpyaHUTENbHbBIX CUTYaUM afeKBaTHO Ha HUX pearnpoBaTtb. oA 3aWmnTon A0KHA
HaxoauTbCs BCA cucteMa 06paboTku nHbopmaunm.

Nnua, 3aHmmatowmnecs obecneyeHmeMm MHOOPMaLMOHHON 6€30NacHOCTU, AOIKHbI HECTHU
JINYHYO OTBETCTBEHHOCTD.

HagexHasa cumcrtema 3awmTbl 4O/KHA 6bITb MOTHOCTLIO NPOTECTMPOBAHA M CorflacoBaHa.
3awmTa cTaHoBUTCA 6onee adhpdheKTUBHON U TMOKON, eCnn OHa AONYCKAEeT U3MeHeHune
CBOMX MNapaMeTpoB CO CTOPOHbI aAMUHUCTpaTopa.

B 3akntoueHne cBoero Aoknaga xoTesnocb 6bl 4aTb HEKOTOpPblE peKoOMeHAauum no
opraHusaumm paboTbl B MHOOPMALIMOHHOM NMPOCTPaHCTBE, YTOObI ybepeub cebs n cBomnx
6IM3KUX OT MHTEPHET-NPECTYNHMUKOB.

PekoMeHaaumm no opraHmsauum pa6orTbl B MHPOPMAaLMOHHOM NPOCTPAHCTBE

1. Nepen HayanoM paboTbl HEO6XOAMMO YETKO CHOPMYINPOBAThL Liefb M BOMPOC NoncKa
WHdopMaLmn.

2. XXenatenbHo BblpaboTaTb ONTUMaNbHbIA anrOpuUTM NOMcKa MHPOpMaLmn B CeTH
NHTEpHET, YTO 3HAYMUTENBHO COKPATUT BPEMS U CUAbl, 3aTpavyeHHble Ha NOUCK.

3. 3apaHee yCTaHOBUTb BpeMeHHbI NMMuT (2-3 yaca) paboTbl B MHGPOPMALMOHHOM
npocTpaHcTee (NPOCMOTp Tenenepegayun, uteHne, HTepHeT).

4. Bo BpeMs paboTbl Heob6xoanMo AenaTtb nepepbiB Ha 5-10 MUHYT 419 CHATUS
(hV3MYECKOro HaMpsXKeHUs N 3pUTENIbHON HArpysKu.

5. Heo6xoanmo 3HaTb 3-4 ynpaXKHEHUS ANS CHATUS 3PUTENbHOINO HaMps)XeHUs n
dun3nyeckom ycTtanocTu.

6. PaboTaTb B XOpPOLO NPpOBETPEHHOM MOMELEHNN, NPU ONTUMAaNbHOM OCBELLEHUN U B
yAobHol nose.

7. He cTouT nerkoMbicneHHo obpallaTbCs CO cnam-nMcbMaMn U 3aXoamuTb Ha
Hebe3onacHble Be6-calTbl. [N MHTEPHET-NPECTYNHMKOB Bbl CTAHOBUTECH JIEFKOM
[o6bluen.

8. Mpu perncTpaunmn B coumanbHbIX CETSX, HE YKa3blBaliTe CBOM NEepCoHabHble
[AaHHble, HanpuMep: agpec Uin AeHb pPoXAeHUs.



9. He ncnonb3ynte B NOrMHE UM Naposie NepcoHasbHble AaHHbIE.

10. Bce 370 No3BONASIET UHTEPHET-NPECTYMNHMKAM MOSTYYUTb AAHHblE AOCTYMNa K
aKKayHTaM 3/IEKTPOHHOM MoYTbl, @ TakXe MHPMUMPoBaTb AoMallHMe MK Ans BKAOUYEHUS
nx B 60T-CETb UMM ANS NOXULEHNS 6AHKOBCKUX AAHHbIX poaMTEnen.

11. Co3gaiite cobCcTBEHHbIN NMpoduab Ha KoMnbloTepe, YTobbl obe3onacnTb
NHGMOPMaLMIO, XPAHSLLYIOCS Ha HEM.

12. He 3abbiBaiiTe, UTo pakTbl, O KOTOPbLIX Bbl y3HaeTe B VIHTEPHETE, HYXXHO OYEeHb
XOPOLLO MNPOBEPUTb, ECIN BblbyAeTe NCNONb30BaTb UX B CBOEM AOMallHen paboTe.
Lilenecoob6pasHo CpaBHUTb TPU UCTOYHUKA MHGPOPMALMK, NPEXAe YEM PELUTb, KaknUM
NCTOYHNKAM MOXHO AOBEPSATH.

13. O gocTtoBepHOCTU MH(POPMaLMN, MOMELLEHHON Ha CalTe MOXHO CyAUTb N0 CaMOMy
canTy, y3HaB 06 aBTOpax camTa.

14. Pasmellas nHgpopmaunto o cebe, cBoMX 6/IM3KMX M 3HAKOMbIX Ha CTpaHMLaX
coumasnbHbIX CeTel, CnpocuTe NpeaBapuTENbHO paspelleHne y Tex, 0 KoM byaeT aTa
nHpopmMaums.

15. He cnepyet pa3mewiaTtb Ha cTpaHuuax Beb-cantos ceom doTorpacdum um
doTorpacdpumm ceBomx 6AM3KMX N 3HAKOMbIX, 3@ KOTOpble BaM NOTOM MOXeT 6bITb CTbIAHO.

16. CobntogaiiTe NnpaBuia 3TUKK Npu obueHnn B MHTepHeTe: rpybocTb NpoBoLMpyeET
APYrux Ha Takoe e rnoeeaeHue.

17. Wcnonb3ysa B cBOen paboTe maTepuan, B3STbin U3 MHHOPMALMOHHOIO MCTOYHMUKA

(kHura, nepuogmyeckasn nevyaTb, IHTepHeT), cneayeT yKasaTb 3TOT UCTOUYHUK

WHdOpMaLMn UNu caenatb Ha HEro CCblIKy, ecnum Matepuan 6bi1 BaMu nepepaboTaH.
PEKOMEHAYEM

«Bbe3onacHocTb B MHTepHeTe» — Kypc oT AkaaeMumn AHaeKca

https://stepik.org/be3onacHOCTb-B-UHTEPHETE-191

Kypc ans WKonbHMKOB 6—9 K/1accoB, HO OH ByAeT NnoneseH u poauTensM, a Takxe
YUnTENSM, NMIaHMPYOLWMM pacckasblBaTh B LWKoMe 0 6€30MacHOM UCMOosIb30BaHUK
WHTEepHeTa, HanpuMep, Bo BpeMsi Bcepoccuiickoro ypoka no 6e30nacHocTv B
WNHTEPHETE, U NPOBOAUTL YPOKU (PMHAHCOBOWM rpaMOTHOCTU. B Kypce Tpu pasaena.
Kaxkabl pa3gen CoCTOUT U3 KOHCMNEKTa AN CAMOCTOSTENbHOrO U3yYeHUs, BUAEO-YpPOoKa
N TecTa, MOMOraloLero yylle yCBOUTb U3YUYEHHbIN MaTepuan. Mbl HageeMmcsl, UTo Kypc
MOMOXET tOHbIM MO/Ib30BaTE/NSM NHTEPHETa He MOMNAacTbCs Ha Y/A0UKY MOLIEHHUKOB.

and- teachers detail. php?ID 3652
Jlnra 6e3onacHoro NMHTepHeTa: ypokun 6e3onacHoro MIHTepHeTa. 3aecb Bbl HalaéTe

pa3sHoo6pasHble MaTepuarnbl K ypokaM 6e3onacHoro MIHTepHeTa.
http://www.saferunet.ru/

Ha canTte «LleHTp 6e30nacHOro nHTepHeTa B Poccum» nonesHas nHdopmaums ans
AeTen, NoApPOCTKOB U B3POC/bIX.

https://mBAa. document/1910260

MHTepHeT-MOoLWeHHnYecTBO. MNamMaTtka MB/ ang rpaxaaH.

JInHmnsa nomMouin «letn oHnamH» — becnanarHas BCEPOCCUMCKAsa cnyxba TenedoHHOro u

OHMalH KOHCYNbTUPOBAHUA A1A aerten n B3POC/bIX MO |'||QO6J'I€MaM 6e3onacHoro

NCNOJ1b30BaHMSA UHTEPHETA U MO6UIBLHOW CBSA3U.
Fopayaqa JinHng doHaa [py>XeCTBEeHHbIN PyHeT

depepanbHasg nporpaMmMa 6e3o0macHoOro AeTCKOro MHTepHeTa [oryab
MHTepHeT 1 aetn. CoBeTbl N0 6e€30nacHOCTU OoT abopaTopuun Kacnepckoro
MpaBuna 6e3onacHov paboTbl B UHTEPHETE OT KOMNaHuKM Microsoft

Ponunkn no 6630l'laCHOM¥ MCNOJ1b30BaHUIO UHTEPHETA OT KOMMNAHUN Google



https://stepik.org/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B2-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82%D0%B5-191/
http://www.youtube.com/watch?v=3Ap1rKr0RCE
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.kaspersky.ru/keeping_children_safe
http://gogul.tv/
http://www.friendlyrunet.ru/
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://detionline.com/helpline/about
https://xn--b1aew.xn--p1ai/document/1910260
http://www.saferunet.ru/ruaoi/
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652

